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Privacy Procedure 
This procedure is guided by the Privacy Act 1988, the Australian Privacy Principles (APPs) and the Notifiable Data Breaches (NBD) Scheme. In addition to this procedure, the organisation has a Privacy Policy and Privacy Information Sharing Statement which available on the CADL website or on request.  
Definitions 
Privacy 
Is described as an individual's right to be left alone to exercise control over one’s personal information, and the conditions necessary to protect individual dignity and autonomy.
Personal Information  
Is any information or opinion about an identified individual or an individual that is reasonably identifiable.
Worker 
Worker refers to employed Staff and Volunteers. 

Line Manager 
A Line Manager is a staff member of CADL responsible for the line management and support of other workers.

Service Manager 
A Service Manager is a staff member of CADL responsible for the oversight of the programs and services. 

Client 	
Any person receiving services from CADL.

Individual  
Any person who requires services.  

Worker  
Refers to employed Staff and Volunteers.  

Independent Contractor (IC)  
An IC is contracted to CADL under their own ABN (Sole Trader) to provide services to clients of CADL. 

Procedural Details
The organisation’s governing body is ethically and legally responsible for ensuring CADL has systems in place and complies with the Australian Privacy Principles and other relevant privacy laws. Responsibility for compliance has been delegated to the CEO, Manager HR and Quality and other Service Managers. All workers and Independent Contractors (ICs) are obligated to comply with organisation Privacy Policy and Procedures. 
Training 
Regular training of workers and ICs in operation of this procedure and in the APPs will occur though CADL HRIS. 
As per the Client Audit Procedure, client records will be audited and monitored for compliance. 
Workers are responsible to undertake CADL training on Privacy as required. 
Collection
Under the Australian Privacy Principles (APPs). It is CADL’s responsibility to:
· Take reasonable steps to make individuals aware that it is collecting personal, sensitive or health information about them
· Notify individuals about the purpose for collecting personal or sensitive information and who it may share that information with (among other things)
· Expressly obtain consent for collection, use or disclosure of personal information
· Comply with restrictions relating to personal information use and to whom it can be disclosed
· Provide access for individuals to the information held about them and to have that corrected or modified. 
In addition to this CADL must also notify the Office of the Australian Information Commissioner (OAIC) and the affected individual in the event of a data breach that could cause serious harm. This is a condition of the Notifiable Data Breach (NBD) Scheme. Data breaches will be reported using the Incident Management Procedure. 
Notification of the Collection of Personal Information 
CADL will inform clients before or at the time it collects personal information including:
· Types of data collection and the reasons for collection and legal bases of collection, including adhering to the Privacy Act and APPs 
· Times and methods of collection, for example at first point of contact during enquiries and intake or when updating a Care Plan
· The implications for clients if CADL cannot collect the personal information.
Use and Disclosure
When collecting personal and sensitive information CADL will:
· Only use or disclose information for the primary purpose for which it was collected or a directly related secondary purpose (this will be mainly to provide services, but could also be to assist CADL plan, fund, monitor and evaluate operations)
· Only use or disclose information for the secondary purpose for which it was collected where:
· a secondary purpose is related to the primary purpose, and the individual would reasonably have expected us to use it for these purposes.
· the person has consented
· certain other legal reasons exist, or disclosure is required to prevent serious and imminent threat to life, health or safety
· Provide all individuals with access to personal information if requested except where it is a threat to life or health or it is authorised by law to refuse and, if a person is able to establish that the personal information is not accurate, then CADL must take steps to correct it. CADL may allow a person to attach a statement to their information if CADL disagrees it is inaccurate
· Where for a legal or other reason we are not required to provide a person with access to the information, consider whether a mutually agreed intermediary would allow sufficient access to meet the needs of both parties
· Take reasonable steps to ensure the information CADL collects is accurate, complete, up to date, and relevant to the functions we perform
· Only destroy records in accordance with the organisation’s Archiving Procedure
· Take reasonable steps to protect the information it holds from misuse, loss, unauthorised access or modification
· Ensure stakeholders are aware of CADLs Privacy Policy and its purposes by making the Privacy Policy freely available in relevant publications and on the CADL website 
· Ensure individuals have a right to seek access to information held about them and to correct it if it is inaccurate, incomplete, misleading or not up to date. This can be done by contacting the Service Manager. 
· Ensure workers and ICs are aware they should not identify clients of CADL 
· Ensure workers and ICs do not disclose names, addresses or phone numbers of clients or workers outside of CADL, without correct documentation. 
Feedback and Complaints 
Any feedback or complaints that are received regarding privacy and confidentiality will follow the Feedback and Complaints Procedure. 
CADL accepts feedback and complaints in a manner that suits the individual regarding breaches of Privacy and the APPs. Feedback and Complaints can be given:
· Verbally to workers
· Via website using online feedback form
· Paper form 
· Email
· Post.

If an individual believes their personal information has been misused or mishandled by CADL, they can contact the Privacy Officer in writing to discuss concerns or follow our Feedback and Complaints Procedure. If this does not resolve the matter, the individual can contact the Office of the Australian Information Commissioner. This can be done by contacting the HR and Quality Manager on 08 8462 4000 or at HR@cadl.support. 

CADL Direct Marketing and Advertising
When regarding any advertising CADL will not use or disclose client, worker or IC information for the purpose of direct marketing if the individual has requested that their information not be used for that purpose and will only do so if they can:
· Obtain consent from the person in writing using documents including but not limited to 
· Privacy Agreements 
· Consent for Photo and Video Use
· Inform the person of the likely nature and intended use of the information
· Provide the person with information on how to withdraw their consent for direct marketing purposes
· Retain an electronic copy of the consent
· Remind that individual that they can withdraw consent to be involved in direct marketing at any stage.
A client can remove themselves from the online marketing platforms at any time or request CADL to do so. These requests will be actioned as soon as practicable. 
Opting in/out of Audits 
Clients can opt in or out of NDIS and Aged Care Audits. If a client chooses to opt out their information can still be viewed by an auditor, but the client will not be contacted. 
Keeping Personal Information Accurate, Current & Complete
CADL will take all reasonable steps to ensure data it retains and uses is accurate, current, complete and relevant. This includes amendments to personal details of clients are to be updated in the relevant CRMs by the program who collects this information
When clients have change in circumstance program will confirm and update client information.
Security of Personal Information 
CADL will take necessary reasonable steps to secure data from interception, misuse, interference, modification or loss. This includes storage, transport and electronic transmission of data by physically securing client records. This includes but is not limited to:
· Hard copy archived files will be locked and secured, with only certain workers having access to the Archiving Room
· If files are taken from the Archiving Room, they are to be returned at the end of the day and secured
· If records are carried on home visits, they are to be carried by CADL staff at all times, they are not to be left in cars or taken home
· Personal information that does not need to be kept (e.g. photocopies or professional diaries) is to be permanently destroyed, usually by shredding
· All discussions about clients, whether they are between workers or ICs within the organisation, or on the phone, must occur in a confidential environment (i.e. in offices, not in reception, corridors or the staff room). 
Using Secure Email 
For privacy CADL has a dedicated encrypted email provider and a two-step identifier i.e. Profile password and Multi Factor Authenticator (MFA) to access their profile and emails.
CADL will:
· Take all reasonable steps to keep information safe when communicating via email externally and within the organisation. 
· Use Microsoft Defender for Office 365 to quarantine emails and manage email threats, malicious emails etc. 
· Not disclose names or personal details in the subject line of emails and use ‘Bcc’ when emailing bulk recipients so email addresses are not disclosed. 
CADL have an IT provider that supports the organisation including the management of phishing and scam emails.
CADL policy will be that all emails are to be keep for a period of 7 years. 
Unsolicited Personal Information
Unsolicited information is information CADL did not request. When CADL receives unsolicited client information staff will determine if CADL would have been permitted to collect the information in accordance with APPs. CADL will destroy or de-identify the information if reasonable and lawful to do so, unless it is part of a Commonwealth record (e.g. My Health Record) where destruction or de-identification is not required.
Access to Personal Information 
All clients, workers and ICs have the right to access the information that CADL holds about them, unless there are lawful grounds as to why they shouldn't access this information. CADL will respond to this request in 5 working days. 
Access cannot be granted where: 
· There are reasonable grounds that this would constitute a serious threat to the life or health of the client or other individual
· Giving access would unreasonably affect the privacy of another
· The request is seen as frivolous
· Access would interfere with any legal proceedings or commercial dealings between CADL and the person requesting access
· Denying access is required or authorised by law.
Access to Client personal information
Access to client records and any other documentation relating to clients is limited to CADL workers and ICs who have a legitimate reason to have access. CADL operate under worker screening policy and procedures to risk assess worker roles on what level of access to client information they will need. 
If clients do not wish CADL workers to have access to their file due to a Conflict of Interest this will be noted on the COI Form and COI Register.
All workers and ICs taking personal details over the phone must exercise care in taking details accurately and discreetly. 
Workers and ICs must not discuss client details for non-work-related purposes.   
Archiving and Disposal of Records 
All CADL client and worker records are kept according to the Records Management Procedure. 
CADL Openness 
All clients, workers and ICs have access to the Privacy Information Sharing Statement, Privacy Policy and Privacy Procedure and/or can request a copy. The Privacy Policy, along with the Privacy and Information Sharing Statement is available on the CADL website. 
Continuous Improvement 
Under the CADL quality standards an internal audit regarding privacy will be conducted annually by the HR and Quality Team to ensure CADL remain current with legislation and commit to the ongoing and continuous improvement of privacy management. 
Any improvements identified at audit, feedback or complaints will be used to identify systemic issues and opportunities for continuous improvement.  If any improvements, feedback or complaints are identified for CQI then the Manager HR and Quality will transfer this to the Continuous Quality Improvement Register, and the improvements, feedback and complaints will also be subject to the Continuous Quality Improvement Procedure.

Supporting Documents 
· Privacy Agreement – Workers and Independent Contractors 
· Privacy Agreement – Plan Management 
· Data Breach Reporting Form 
· Records Management Procedure 
· Conflict of Interest (Clients) Procedure 
· Information Management Procedure 
· Incident Management Procedure 
· Feedback and Complaints Procedure  
· Continuous Quality Improvement Procedure 
· Privacy and Information Sharing Statement 
· Risk Management Framework 
· Risk Registers 
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